- 2 -

Public Health and Biological Weapons: What to Do?
Presentation to the WFPHA 12th World Congress on Public Health: Plenary Session on "Public Health and Weapons of Mass Destruction: What to Do?" (28 April 2009)

Richard Lennane, Head, Biological Weapons Convention Implementation Support Unit, United Nations Office for Disarmament Affairs

Slide 2: Disease as a weapon?
To those concerned with public health, there is something particularly dismaying about the prospect of disease being used deliberately to cause harm.  That decades of progress in the struggle against infectious disease could be swept away with a deliberate, hostile act is a grim reflection of the darker side of human nature.  The eradication of smallpox, for example, was one of the greatest achievements in public health (and arguably of human civilization), and yet we are faced with the risk that smallpox may again be unleashed on humanity, as a wilful act of aggression.
The horror of such a prospect has long been recognised.  Although international treaties are not generally noted for their noble language and fine prose, the 1972 Biological Weapons Convention contains in its preamble the statement that the use of disease as a weapon would be "repugnant to the conscience of mankind".  Never has this idea been expressed better.
Slide 3: International response to the BW threat
Over the past century, the international community has responded to this repugnant threat through a series of treaties and instruments.  The first major agreement was the 1925 Protocol on the Prohibition of the Use in War of Asphyxiating, Poisonous or other Gases, and of Bacteriological Methods of Warfare, usually called the Geneva Protocol.  Adopted in response to the terrible effects of the chemical weapons widely used in the First World War, the Geneva Protocol prohibited the use of chemical and biological weapons in warfare.  But it did not restrict the development or possession of such weapons, and many signatories reserved the right to retaliate with chemical or biological weapons if others used them first.
The 1972 Convention on the Prohibition of the Development, Production and Stockpiling of Bacteriological (Biological) and Toxin Weapons and on Their Destruction, generally known as the Biological Weapons Convention (BWC), completely outlawed the acquisition, possession or transfer of biological weapons.  It is the now the central legal instrument underpinning international efforts against the biological weapons threat.
Both the Geneva Protocol and the BWC are international treaties that apply to nation states.  Following the events of 11 September 2001, international concern grew about the possibility of terrorists or other "non-state actors" obtaining nuclear, chemical or biological weapons.  In response to this concern, in 2004 the United Nations Security Council adopted Resolution 1540, a binding resolution that requires all states to take measures to prevent non-state actors from obtaining weapons of mass destruction, including biological weapons.  Resolution 1540 thus supplements and reinforces the BWC, with a focus on the national implementation of preventive measures.

Slide 4: BWC facts and figures
The BWC has been in force for over 30 years: negotiated at the height of the Cold War in the late 1960s, it was opened for signature in 1972 and entered into force in 1975.  As of April 2009, 163 countries are members of the Convention (referred to as "States Parties" in the diplomatic jargon).  A further 13 countries have signed but not yet ratified the treaty (known as "signatories"), and 19 countries have neither signed nor ratified.

The membership of the BWC is significantly lower than both the Nuclear Non-proliferation Treaty (NPT), with 189 States Parties, and the Chemical Weapons Convention (CWC), with 188.  Another point of difference is that the BWC has no international organisation or implementing body comparable to the Organization for the Prohibition of Chemical Weapons (OPCW), or the International Atomic Energy Agency (IAEA).  The BWC also has no verification mechanism to ensure that States Parties are complying with their obligations, in contrast to the elaborate system of inspections and monitoring that is included in the CWC.
Slide 5: BWC: key provisions
The BWC is a short document, only four pages long, which deals in general principles rather than detailed instructions and requirements.  Its key provisions can be summarised as follows:

Article I: Never under any circumstances to acquire or retain biological weapons.

Article II: To destroy or divert to peaceful purposes biological weapons and associated resources prior to joining.

Article III: Not to transfer, or in any way assist, encourage or induce anyone else to acquire or retain biological weapons.

Article IV: To take any national measures necessary to implement the provisions of the BWC domestically.

Article V: To consult bilaterally and multilaterally to solve any problems with the implementation of the BWC.

Article VI: To request the UN Security Council to investigate alleged breaches of the BWC and to comply with its subsequent decisions.

Article VII: To assist States which have been exposed to a danger as a result of a violation of the BWC.

Article X: To do all of the above in a way that encourages the peaceful uses of biological science and technology
Article X is an important part of the treaty, especially from the public health perspective.  It ensures that efforts to reduce the risk of biological weapons do not become blanket restrictions on access to science and technology, equipment, medicines, vaccines, etc, that are needed for legitimate and often vital purposes, including public health.  Neither is the Convention to be used to hamper research and scientific progress.

Slide 6: And just what is a biological weapon?
Everyone knows what a nuclear weapon is.  But defining a biological weapon is not so straightforward.  In its Article I, the BWC defines biological weapons as:

"(1) Microbial or other biological agents, or toxins whatever their origin or method of production, of types and in quantities that have no justification for prophylactic, protective or other peaceful purposes; 

(2) Weapons, equipment or means of delivery designed to use such agents or toxins for hostile purposes or in armed conflict."

This is a very broad definition: essentially it states that any biological agent or toxin, regardless of origin or quantity, is a biological weapon unless it can be justified for peaceful purposes.  There is no list of prohibited or permitted agents, and no threshold quantities.  A single microgram of agent is prohibited if possession cannot be justified for peaceful purposes; conversely, large quantities of highly dangerous pathogens may be permitted if they are held for a peaceful purpose (vaccine production, for example).
The advantage of such a broad definition is that it is robust and largely future-proof.  There are no technical loopholes to take advantage of, and despite the extraordinary advances in biological science and technology, it is difficult to conceive of any development that would not be covered by the BWC definition.

The disadvantage of the definition is that it is both subjective and vague.  Who decides what a peaceful purpose is?  And how do you specify in practical terms – as national governments and regulatory authorities must do – what is permitted and what is not?  Verification is also a challenge: the Convention definition is based on intent rather than on physical circumstances.  It is relatively easy to determine how much of a given agent is present, and in what concentration – but much harder to determine what the possessor intends to do with it.
Slide 7: Strengthening the BWC
From early in the history of the treaty, the general nature of the provisions of the BWC and the lack of any verification or monitoring system led many of the States Parties to try to strengthen the regime.  Formal review conferences are held every five years to examine the operation of the BWC, and various attempts have been made at these conferences to improve on the basic structure of the Convention.  A system of "confidence-building measures" (CBMs) was introduced by the Second Review Conference in 1986, and expanded by the Third Conference in 1991.   The Third Conference also launched a process to negotiate an additional protocol to the BWC that would include verification provisions.
These negotiations ran for ten years, but collapsed in failure and recrimination in 2001.  Many complex technical and political problems contributed to the failure, but it was the sudden withdrawal of the United States from the process that precipitated the final collapse.  A bitter period of division and paralysis followed, with the future of the BWC unclear.  The crisis, however, resulted in a reorientation of efforts away from attempting to expand the treaty and towards more effective implementation of the existing provisions.  An "intersessional work program" of expert meetings on specific topics related to better implementation of the Convention was held from 2003-2005.  This proved surprisingly successful, and the new direction was consolidated at the Sixth Review Conference in 2006.
Slide 8: Sixth Review Conference (2006)
The Sixth Review Conference took a number of important decisions on improving the implementation of the BWC.  It established the Implementation Support Unit, a small three-person operation that represents the first institutional presence for the Convention.  It commissioned a new intersessional work program for 2007-2010, to build on the successful work of the 2003-2005 process.  And it called formally on BWC States Parties to:
· implement appropriate transfer measures, including effective national export controls;
· take measures to ensure that relevant biological agents and toxins are protected and safeguarded;
· promote the development of training and education programs for those working with relevant biological agents and toxins

· encourage development of codes of conduct and self-regulatory mechanisms, and promote awareness among relevant professionals of the need to report suspicious activities.
Slide 9: New direction
The Sixth Review Conference consolidated this "new direction", which might be described as focusing on improving and coordinating national implementation of the BWC, in order to reduce the risks of biological weapons being developed or used.  The annual meetings of the intersessional work program deal with specific topics and are an important opportunity for the exchange of technical knowledge and experience among experts and officials from different countries.  A wide range of actors and organisations are involved: not just the "traditional" foreign affairs and defence officials, but health and agricultural authorities, police and law enforcement, customs, transport, scientific and professional associations, the education sector, and the pharmaceutical and biotechnology industries.

Slide 10: So what changed?
There were many factors in the shift away from multilateral negotiations on an expanded treaty to this new approach, not the least of which was the political deadlock caused by the collapse of the negotiations in 2001.  But it seems there were three main considerations that helped the BWC States Parties to converge in this constructive new direction:

· The threat of bioterrorism became a major concern to governments across the political spectrum following the events of September 11, 2001 and the anthrax incidents in the United States soon afterwards.

· The rapid developments in biological science and technology, and the spread of advanced biotechnology capabilities to small laboratories around the world, meant that the "traditional" methods of verification by on-site inspection of facilities were clearly becoming infeasible for the BWC.  (The IAEA monitors around 1,000 facilities worldwide that are considered capable of contributing to development of nuclear weapons; the OPCW monitors some 5,000 chemical facilities that could potentially produce chemical weapons.  But if there are not already far too many BW-capable facilities to monitor – or even to count – there soon will be.)
· Governments and others started to recognise the interconnection of biological weapons with other biological risks (such as naturally-occurring infectious disease), and the need to deal with these risks in an integrated and coordinated way.

Slide 11: Weapons of mass destruction
To appreciate what this shift means, consider that biological weapons have traditionally been treated alongside nuclear and chemical weapons as one of the "big three" weapons of mass destruction.  Each of these categories of weapons is restricted or prohibited by a specific treaty: the NPT, CWC and BWC.  The three treaties are similar in approach and scope, as the respective threats were considered to be variations on a theme, and all part of the world of defence, security and arms control.

Slide 12: The spectrum of biological risk
This traditional conception is being increasingly replaced by one which views biological weapons as one part of a continuous spectrum of biological risks.  This spectrum runs from naturally-occurring diseases at one end, through unintended consequences, accidents, negligence, vandalism, sabotage, and finally to deliberate use of biological weapons for terrorism or warfare at the other.
The spectrum reflects recognition that the threats are overlapping and interconnected, and more importantly, that the measures taken to manage these threats should be coordinated.  Preparations to respond to a biological weapons attack, for example, have much in common with preparations to deal with a natural outbreak of infectious disease: it makes no sense to make these preparations independently.  It is much better to pool resources and expertise to respond to both threats.  This involves increasing cooperation between different sectors, such as the security and public health communities, both nationally and internationally.
This concept was summed up by the then Secretary-General of the United Nations, Kofi Annan, when he addressed the Sixth Review Conference in 2006: "We must look at [the BWC] as part of an interlinked array of tools, designed to deal with an interlinked array of problems".

Slide 13: WMD regime: traditional model
What does this mean in practice for the BWC and its States Parties?  In a "traditional" WMD treaty regime (of which the CWC/OPCW is a successful example), the implementation of the treaty (e.g. the CWC) is managed by an international organisation (e.g. the OPCW), which works with the States Parties to help them apply their obligations domestically.  It is a hierarchical structure: the international organisation deals with national governments, which in turn deal with their domestic constituencies – industry, facilities, scientific groups, the general public.
Slide 14: BWC approach: a network model
In contrast, the BWC now works on what could be described as a network model.  The network links the various treaties, organisations and other actors that need to work together to manage the spectrum of biological risk, including the BWC, Security Council Resolution 1540, the World Health Organization, the World Organisation for Animal Health (OIE), the Food and Agriculture Organization, Interpol, scientific organizations, professional associations, and commercial industry.  The network includes national governments, but also reaches inside national borders directly to relevant communities, such as the local professional and scientific organisations.
The BWC's intersessional work program and the Implementation Support Unit function as a kind of "router" for this network, managing communication and the exchange of expertise and experience, and helping to coordinate activity across the spectrum of risk.

Slide 15: Intersessional work program
The current intersessional work program, which runs from 2007 to 2010, considers one or two specific topics each year.  In 2007, the topics were (1) national implementation and (2) regional and sub-regional cooperation on implementation.  In 2008, they were (1) national, regional and international measures to improve biosafety and biosecurity, including laboratory safety and security of pathogens and toxins, and (2) oversight, education, awareness raising, and adoption and/or development of codes of conduct with the aim of preventing misuse of biological science and biotechnology.  In 2009, the single topic is promoting capacity building in the fields of disease surveillance, detection, diagnosis, and containment.  In 2010, the topic will be response and assistance in the case of alleged use of biological or toxin weapons.

The meetings of the intersessional work program do not negotiate binding agreements.  Rather, their purpose is to provide a forum for the exchange of experience and sharing of expertise, and to "promote common understanding and effective action" on the specific topics.  Examples of the "common understandings" from the meetings in 2008 can be seen on slides 16 and 17.  These understandings do not specify required action, but nevertheless provide governments with a useful checklist and resource for improving their national implementation efforts.

Slide 18: BWC intersessional program 2009
The topic for 2009, "promoting capacity building in the fields of disease surveillance, detection, diagnosis, and containment" is highly relevant to the public health community.  Two meetings will be held at the United Nations in Geneva to consider this topic: the Meeting of Experts from 24-28 August, and the Meeting of States Parties from 7-11 December.  Both meetings are open to participation from scientific and professional associations and other non-governmental organisations – and indeed from individual experts in their personal capacities.  The Meeting of Experts in particular welcomes contributions from all those with expertise relevant to the topic: in this case those working in the field of disease surveillance and response.
Slide 19: A shared responsibility
It is now widely recognised that effectively reducing the biological weapons threat requires cooperation from many actors, and is no longer the sole preserve of national governments.  As the Secretary-General of the United Nations, Ban Ki-moon, said in 2008: "Governments alone cannot confront the risks posed by biological weapons ... to manage the full spectrum of biological risks, you need a cohesive, coordinated network of activities and resources.  Such a network will help to ensure that biological science and technology can be safely and securely developed for the benefit of all".
Slide 20: The BWC needs you!
The public health community can play an important role in this shared effort, by becoming part of the network of BWC activity and the "web of prevention".  Public health experts are invited to participate in the Meeting of Experts in Geneva in August, either as members of their official government delegation, or representing their organisation, association or institution.  Those working in public health can lobby their governments to participate actively in BWC meetings, and to increase their efforts in such areas as national implementation of the BWC, biosecurity, oversight of science, and disease surveillance.  The public health community can also contribute to raising awareness in the health and scientific sectors of the biological weapons risk, and can promote the adoption of educational programs and codes of conduct.
Slide 21: The future: challenges and questions
Although the political paralysis that beset the BWC early this decade has been replaced with an active and constructive program of practical work to reduce the biological weapons threat, there remain serious challenges.  Biological science and technology continues to advance rapidly, and new capabilities are emerging that would have been thought highly unlikely only 10 years ago.  More and more sophisticated work can be done with smaller laboratories, cheaper equipment, and less highly-skilled personnel.  This is mostly very good news: such developments hold tremendous promise for medicine and other important areas.  But the risks are greater too.  With the emerging field of synthetic biology, for example, now at a stage where viruses – and soon bacteria – can by synthesised from scratch, there are evidently not only opportunities, but also dangers.

Then there is the question of verification.  How can BWC States Parties be confident that others are respecting their obligations?  The "network approach" is showing great promise, and delivers significant benefits for those governments which work in good faith to reduce biological risks.  But is it enough to assure compliance in the face of malicious intent?
These are serious concerns which the States Parties to the BWC will have to continue to work hard to address.  But it is worth concluding with some good news: for all its shortcomings, the BWC has at least succeeded in establishing a global norm against biological weapons.  No government today, whether a member of the BWC or not, would claim that biological weapons could ever have a legitimate place in national defence.  Government biological weapons programs may still exist, but if they do they are conducted in secret – and the political consequences of discovery would be serious.  This is a significant change from the 1950s and 1960s, when biological weapons were just another part of the strategic arsenals of the superpowers, held without apology or reserve.  It is also notably different from the situation with nuclear weapons.  It may seem like a small achievement, but it is in fact a fundamental moral precursor to effective practical measures to ensure that biological weapons are never developed, acquired or used.
Slide 22: Further information
For any further information about the BWC, including the intersessional work program and the Meeting of Experts, please contact:
BWC Implementation Support Unit

United Nations Office for Disarmament Affairs (Geneva Branch)

Room C.115, Palais des Nations

1211 Geneva 10

Switzerland
tel: +41 (0)22 917 2230

fax: +41 (0)22 917 0483

e-mail: bwc@unog.ch

web: www.unog.ch/bwc
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